Setting Up Multitactor
Authentication

When sefting up your multifactor authentication (MFA) account, you will need an authenticator
application downloaded to your mobile device (i.e., a cell phone or tablet) and access to a computer.

To set up your MFA account, you will need to complete the following activities:

1. Select and download an authenticator app to your mobile device. We recommend using either
Duo, Google Authenticator, or Microsoft Authenticator. Instructions are outlined in the Selecting
and Downloading an Authenticator App section below.

2. Loginto IRIS. Go to http://community.connectwithiris.org/users/sign in on a computer.

3. Set up the connection between your downloaded authenticator app and your IRIS login.
Instructions on this process are outlined in the Setting up Your MFA Account section below.

4. Loginto IRIS. On your computer, log into IRIS once more with your username and password.

5. Provide the 6-digit code. Enter the 6-digit code produced in your authenticator app into IRIS.

Selecting and Downloading an Authenticator App

You may use any authenticator app; however, IRIS Support is only able to provide setup guidance for
our recommended apps (i.e.. Duo, Google Authenticator, and Microsoft Authenticator).

To download an authenticator app, visit the Google Play store or the Apple store on your mobile
device, search for an authenticator app, then download it.

Duo Mobile, Google Authenticator, and Microsoft Authenticator are available for both Apple iOS and
Android.

Setting Up Your MFA Account

You will need your mobile device and your computer to complete the following steps.

1. Loginto IRIS at http://community.connectwithiris.org/users/sign in on a computer using a
supported browser (Apple Safari, Google Chrome, Microsoft Edge, or Mozilla Firefox).
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Login

Email

Password

Forgot your password?

2. Upon your first log in, you will encounter the MFA setup page with instructions and a QR code
that you will scan in IRIS.

MULTIFACTOR AUTHENTICATION SETUP
SECURE YOUR ACCOUNT

To maintain the highest security of data entered in IRIS, users are required to authenticate their account during the login process. To do so, all users must set up
multifactor authentication (MFA) using an authenticator application (e.g., Duo, Google Authenticator, or Microsoft Authenticator) on their mobile device (i.e.,a
phone or tablet).

Follow the instructions below to complete the one-time setup process required to access your account.
Please keep your mobile device nearby as you set up your MFA connection with [RIS!

1. Download an authenticator application. For guidance on how to download and set up an authenticator app on your mobile device, see the Setting Up
Multifactor Authentication guide. If an authenticator app is already on your mobile device, proceed to step 2.

2. Open your authenticator app.
3. Create anew account. Navigate to the account setup section in your chosen authenticator app. This will automatically open your phone's camera.

4. Scan the QR code. From the authenticator app, use your phone's camera to scan the QR code below. This will connect your account.

5. Connection established! Once your connection is created, your authenticator app will automatically generate a 6-digit verification code.

Selecting the button below will advance you to the IRIS login screen. After entering your username and password you will be prompted to enter the verification

code to gain access to IRIS.

Important: Keep your authenticator app accessible. You will need it to gain access to IRIS the first time you log in every week.

( I set up my MFA connection, take me to login screen.)
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3. Open your chosen authenticator app in your mobile device to begin adding your new IRIS MFA
account.

4, We have provided guidance on how to set up Duo Mobile, Google Authenticator, and
Microsoft Authenticator. Skip to the correct section below depending on the application you
have installed.

Duo Mobile
- Open the app on your mobile device and tap on the Continue button.
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Welcome to

Duo Security

Let's set up your account to protect
your identity.

4

- Click on Use a QR code.

cisco

Add your account

Use a QR code or view the account list for
other options.

C Use activation code )

- When prompted, click Allow on the *Authenticator Would Like to Access the Camera”
message. Then scan the QR code in IRIS with your camera.
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Add Account

Scan the QR code from your computer

“Duo Mobile” Would Like to
Access the Camera

Duo Mobile will use your camera to
enroll accounts using QR codes.

Don't Allow Allow

- Werecommend sefting your account name to “IRIS,” so it is easy to identify each fime you
log into IRIS.

Name account

Organization
Third-Party

Account name

IRIS

Username or email to be displayed for
this account

- Click Next on the "Account linked!” page. Duo is now set up and ready for use.

o
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Account linked!

Your account is ready to use.
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Google Authenticator
- Open the app on your mobile device and tap on the Get Started button.

€X =3

Stronger security with
Google Authenticator

Get verification codes for all your accounts
using 2-Step Verification

Get started

- You will have the option to either log in with your Google account or use the app without
logging in.

1:65

- App Store

TR 7!

= Go gle Authenticator = ®

Looks like there aren't any Google Authenticator codes
here vet.

Add a code

Signin

- Click on Scan a QR code.
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Add an authenticator
code

To begin, either scan the QR code or manually
enter the setup key.

() ScanaQRcode

Enter a setup key

If prompted, click Allow on the "Authenticator Would Like to Access the Camera” message.

"Authenticator” Would Like to
Access the Camera

Authenticator uses your camera to
scan barcodes.

Don't Allow Allow

Scan the QR code in IRIS with your camera. Google Authenticator is now set up and ready for

use.

Microsoft Authenticator
Open the app on your device. On the home screen of the app, click Scan a QR code.

=
&

Secure Your Digital Life

—I= Sign in with Microsoft

[ Add work or school account }

[ gg Scan a QR code }
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- Select the type of account you are adding based on your preferences, then select Scan QR
Code on the pop up.

fod al T €
- App Store
4 Add account
WHAT KIND OF ACCOUNT ARE YOU ADDING?
== Work or schoal account >
Other (Google, Facebook, etc.) >

Add personal account

Scan QR code
Sign in with Microsoft

Cancel

- After clicking Scan QR Code, the app will ask for permission to access the device’s camera.
Click Allow.
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“Authenticator* Would Like to
Access the Camera
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- Using the scanning feature in the app, scan the QR code in IRIS. Microsoft Authenticator is now
set up and ready for use.

5. After scanning the QR code in IRIS, your authenticator app should display a é-digit code. This
indicates you have successfully created your IRIS MFA account.

If you don'’t see a 6-digit code, click Cancel and retry the setup process.

Updated 9.26.2025 | connectwithiris.org 7


https://connectwithiris.org/

6. Click the | set up my MFA connection, take me to login screen button.

C | set up my MFA connection, take me to login screen)

7. Click Confirm on the pop up fo return fo the IRIS login page.

X

Is your authenticator app displaying a 6-digit code? If yes, select "Confirm."

If not, select "Cancel" and complete the steps on the previous screen.
Contact IRIS Support at IRISadmin@ku.edu for additional assistance.

8. Log in once again with your email and password.

9. Enter the 6-digit verification code displayed in your authenticator app on the authenticate
your account page.

Authenticate your account

Enter &-digit code from your Multifactor Authentication app.

Open your authenticator app (like Google Authenticator] and enter the 6-digit code
displayed for this account

Meed help setting up vour authenticator app? Check out our setup guide for step-by-step
instructions.

NOTICE TO USERS

Access to electronic resources at the University of Kansas is restricted to employees,
students, or individuals authorized by the University or its affiliates. Lise of this systemis
subject to all policies and procedures set forth by the University located at

www.policy ku.edu. Unauthorized use is prohibited and may result in administrative or
legal action. The University may monitor the use of this system for purposes related to
security management, system operations, and intellectual property compliance.

10. The page will automatically verify you. Success! You are logged into IRIS.
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